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Subject Code & Name Instructions Hours per Credits

Week
S5ITRE4 L T P L T P Total
Introduction to industry 3 1 2 3 1 1 5
4.0 And Industrial Internet
of things
Duration of Theory
Paper: 3 Hours

Leaning Obejctive: The objective of this course is to provide students with a comprehensive
understanding of the Industrial Internet of Things (110T) and its applications in various domains. This
course will also introduce students to the concepts of cybersecurity, communication, networking, and
big data analytics in the context of 110T.

UNIT-I

Introduction: Sensing & actuation, Communication-Part 1, Part 1lI, Networking-Part I, Part Il ,
Globalization, The Fourth Revolution, LEAN Production Systems, Cyber Physical Systems and Next
Generation Sensors, Collaborative Platformand Product Lifecycle Management

UNIT-1I

Cybersecurity in Industry 4.0, Basics of Industrial 10T: Industrial Processes,Industrial Sensing &
Actuation lloT-Introduction, Industrial 10T: Business Model and Referece Architerture: 1loT-
BusinessModels- 10T Reference Architecture.

UNIT-1I

Industrial 10T- Layers: 1loT Sensing,lloT Processing lloTCommunication Industrial 10T- Layers:
IloT Communication , 110T Networking Industrial 10T: Big Data Analytics and Software Defined
Networks: 11oT Analytics - Introduction,Machine Learning and Data Science .

UNIT-IV

Industrial 10T: Big Data Analytics and Software Defined Networks: SDN in lloT-Part I, Part II,
Data Center Networks, Industrial 10T, Industrial 1oT: Security and Fog Computing - Fog
Computing in 1loT security in lloT-Part I,Part Il, Industrial 1oT- Application Domains

UNIT-V

Industrial 10T- Application Domains: Healthcare, Power Plants, Inventory Management & Quality
Control,Plant Safety and Security (Including AR and VR safety applications), Facility Management.
Industrial 10T- Application Domains: Oil, chemical and pharmaceutical industry, Applications of
UAVs inIndustries, Real case studies.

Learning outcomes:
1. Understand the basic principles of sensing, actuation, and communication in I10T.

2. ldentify the various layers of 10T and their functions in industrial processes.
3. Analyze the business models and reference architecture of I1oT.
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4. Apply big data analytics and machine learning techniques to extract insights from I1oT data.
5. Evaluate the security risks and techniques associated with 10T and fog computing.

List of practical:
1) Implementing sensing and actuation techniques in I10T devices.

2) Designing and implementing a IloT network using appropriate communication protocols.

3) Developing a 10T application using machine learning and data science techniques.

4) Analyzing IloT data using big data analytics tools.

5) Implementing fog computing techniques for 110T security.

6) Developing an IloT-based solution for a specific application domain (e.g., healthcare, power
plants, inventory management
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